TNOO93E How to downgrade the Firmware of NVE from K6XX to K5XX.

Applies to: NVE/IPC Series
Level: Public

Summary

Once you upgraded the firmware of NVE/IPC device to 6XX (For example, 617) or if your NVE/IPC is
already shipped with a firmware version higher than 600, the normal procedure of updating firmware will
not work. Due to the different architecture of kernels between 5XX and 6XX, two steps should be
required to downgrade the firmware from 6XX to 5XX.

1 Wrap and encrypt the kernel 5xx using the ProtectTool.exe.
Note: You cannot use the ‘raw’ kernel 5xx, once your NVE/IPC is protection model enabled. You have to
wrap and encrypt the kernel first to use it.

2. Downgrade the firmware using the ProtectUpdate menu of IPAdmintool instead of using the
Firmware update.

Detailed Information

Suppose you have a firmware version 617 in your NVE and you want to downgrade it to kernel 580.

Step 1: Wrap and encrypt the kernel 580 using the ProtectTool

You need to wrap the *Kernel 16X580’ before using it. You can find the file in the SDK folder as NVE
SDK K580 V1.7.3\BIN\LIB\Firmware K580’ and copy it to any folder you want.

For this process, you have to run ‘ProtectTool.exe’ in folder ‘NVE SDK K617
V1.8.2\BIN\TOOLS\ProtectTool v1.0.6’.

Below are steps to follow:
1. Run the ProtectTool.exe
2. If you Press >> button, you can see that the below selection box is extended.

3. Then, select the Type as Kernel and find the file ‘Kernel16X580’ in a folder where you have put
the file by using browse button.
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5. Press the ‘org-> wrp-> enc’ as below.
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Step 2: Downgrading by uploading the previous kernel using IPAdminTool

Now that you have the kernel 580 packaged and encrypted to be used with the newest IPAdminTool, only
thing you need to is just using it.

1. Run the IPAdminTool.exe and search the NVE you want to downgrade.
2. Select the Protect update to run it

B IPAdminTool Yer2.0.8
File Setup System Mode

[ IF Setup ] [FirmwareUpdate] [ Reboot ] | [Device Info] | [ Refresh ]

Selected Device : |NUE4DDD(192'168'13'2) | [N isplay Rack info [ Stop Refreshing
Device NAME IP Address = MaC Address Hostname Firrmware Uptirne A
MWE4000 192.168.2.26 00:13:23:03:0C:F3 Jason NWE4000 Fud W1.5.617 01:03:14
AXIS 2410 - D0408CE570.,, 192,168,2.194 00408CE5702
AxIS 2104 - O0408CTEEER6 192,168.2.197 00408C7EEED

192.168.10.104 00:13:23:03:10:18 aging_Test Fud W1.5.617 09:03
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NWE4050 192 165, Reboot Aging_Test Fiy W1.5.615 00:00:01
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IPC3500 192,168, Aging_Test Fuf W1.5.615 15:00:08
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IPC1100 192,168, _ 03:13:30 Aging_Test Fuf W1.5.615 15:00:08
IPC1100 192,168, irmmare update 03:13:3E Aging_Test Fuf W1.5.617 13:22:40
IPC1100 192,165, Webupdate 03:13:5F Aging_Test Fuf W1.5.617 10:09:02
IPC1100 192,168,  Ocoxupdate 03:13:69 Aging_Test Fif W1.5.615 15:00:08
IPC1100 192,168, 03:13:71 Aging_Test Fuf W1.5.615 15:00:08
IPC1100 192,168, Device info 03:13:51 Aging_Test Fuy %1.5.617 132241
IPC1100 192,168, T9 T80 UITT3725 03:13:8C Aging_Test Fuf W1.5.615 15:00:09
MWELOOD 192.168.19.238 00:13:23:03:13:EE Aging_Test Fuf W1.5.617 10:09:04
NWELOOD 192.168.19.240 00:13:23:03:13:F0
MWEZ000 192.168.20.2 00:13:23:03:14:02 Aging_Test Fui W1.5.617 13:22:40
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3. Then, you’ll see the below window. Then check on the ‘Force update’ and search the wrapped file
by clicking the browse button.
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4. If it completes, you would see the window box as below. Then, click ‘yes’.

Would you like to restart the system bo apply the new settings?
(The new settings will not be applied until the swstem restarts.)

5. Now, you go back to the IPAdminTool.exe and click the ‘Refresh” and wait for about 60 sec. Then
ou will find the Firmware version is downgraded to V.580 as below figure.
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Selected Device : |NUE4DDU(192-153-13-2) l [oisplay Rack info  []Stop Refreshing
Device NAME IP Address = MaC Address Hostname Firrmware Uptirne o~
MWVE4000 192.168.2.26 00:13:23:03:0C:F3 Jason MWE4000 Fw W1.5.617 01:03:32
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IPC1100aaa Fw \W1.5.581
MNWE4000 192.168.15.,109 Fu W1.5.619 00:04:51
MNWE4000 192.165.15.112 Aging_Test Fu W1.5.615 15:00:23
IPC1100 192.1658.19.48 Aging_Test Fu W1.5.615 15:00:25 3
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